Sociotechnical
| Systems

| Centre for Human
) Factors and

UniSC

Australia

Playing well together: Sociotechnical system design
in the age of Al

Associate Professor Gemma Read
Centre for Human Factors and Sociotechnical Systems
University of the Sunshine Coast

gread@usc.edu.au

University of the Sunshine Coast | CRICOS Provider Number: 01595D


mailto:gread@usc.edu.au

Credit: Adobe Firefly



Industrial revolutions

‘Black box’

Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0 Industry 5.0
Mechanical loom Assembly line Programmable Cyber-physical Human-robot
logic control systems coworking
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Al Stages

Timing

Implications

Artificial Narrow
Intelligence (ANI)

Execute specific focused
tasks, without ability to
self-expand functionality

Today

Outperform humans
in specific repetitive

functions, such as driving,

medical diagnosis and
financial advice

Jobs enhanced

Artificial General
Intelligence (AGI)

Perform broad tasks,
reason, and improve
capabilities comparable
to humans

About 2040?

Compete with humans
across all endeavors,

such as earning university

degrees and convincing
humans that it is human

Jobs at risk

Artificial Super
Intelligence (ASI)

Demonstrate
intelligence beyond
human capabilities

Soon after AGI

Outperform humans,

helping to achieve societal

objectives or threatening
human race

Humanity at risk

Lawtomated, 2019
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Consequences of mechanisation

“The machine that | am.on-goes:at such a terrific
speed that | can’t help stepping on it in order to keep
up w:th i The machme is my boss”

SOME SOCIAL AND PSYCHO-
LOGICAL CONSEQUENCES OF THE
LONGWALL METHOD OF COAL-
GETTING'

An Exawination of the Peychelopical Sinwaticn aud
Defnmu .:,r.: Work Gronp in relation to the
Secial Strwemire and Techuolagical
Comient of the Work Sycem

E. L. TRIST AN K. W. BAMFORTH *

INTRODUCTION : A PERSPECTIVE FROM
RECENT INNOVATIONS

A number of inncvations in work organization at the coslfice have been
making a sporadic and rather guarded appearance since the change-over of
the industry to nationalization,  During the past two yeass the auhars have
been following the coune of thew development.  Thoagh differing from cach
cher, they have had the common effect of incresing productiviey, at least
to some extent, and somctimes the increme reported has reached a level
definitely above the upper limit customarily achieved by good werkmen
uing similar equipment under conventio nal conditions, * They have been
sccompanied by insprewive changes in the soclal qualisy of the work-life of
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Fragmentation of
work groups

Loss of personal
relationships
Specialisation & skill
degradation

Increased conflict &
retaliation

Mistrust
‘Psychosomatic’
disorders
Absenteeism




Rage against the
machine:
Humanising work
Y ENE

3 : ‘ 3
Credit: Simon Baddely, Tavistock Researchers, 1969



Sociotechnical systems theory

The Principles of Sociotechnical Design'

Albert Cherns’
Louphboraugs Gmnersiy

i ie and poorly
‘oped. Mosi uising organizations were not born but just growed,” Many

* Response to increasing technology in workplaces, and Taylorism /
scientific management approaches

* Underpinned by:
* industrial democracy

* participatory design
* humanistic values
e idea of meaningful work

* Organisations as open systems affected by their environment,
must respond to a changing context and disturbances

» Adaptive capacity through joint optimisation of technological and
social aspects

* Theory evolved a set of values and principles over time




Review of STS studies found
improvements relating to
productivity (87%), safety (88%),
attitudes (94%), absenteeism (81%)
and quality (97%) (pasmore et al., 1982)

Volvo Uddevalla automotive plant
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Synthesis of

values & pr

STS
nciples

Ergomamics, 2015
Val. 58 Na. 5, £22-85 1, hupcfdxdoiomg/10.108000140139.20 14 980335
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Desi gning sociotechnical systems with cognitive work anal ysis: putting theory back into practice
Gemina .M. Read™, Paul M. Salmon®, Michael G, Lemé® and Neville AL Stanton®
“Human Facwors (Group, Monarh Injury Resaarch Inminse, Azcidant Research Censre, Monash Universisy, Clayson, Vicsaria, Ausmalia:
University of the Sun shine Coast Accident Research, University of the Sunshine Coast Mamochylore, Queensland, Ausalia:
“Transparsation Research Group, Civil, Marifime, Emvironmental Engineering & Science Unis, The Unersisy of Southampean,
Highjicld, Southampsn 5017 181, UK
(Recemed 12 March 2014; acceptad 19 Ocwhar 2014)

o gnitive wark malysis (CWA) is 2 framework of methods for analysing eomplex sociciechnical sysems. Howeves, the
samslation fom the oupas of CWA 0 design is not staightfarwand. Socioechnical sysiems Seary prvides vahies and
mindpls brthe desi gn of sociotechnicl systems which mey offer 2 eomtically comsistent hasis for 2 desi gn agprozch for
e with CWA. This arficle explones the extent 1o which CWA and saciowechmical sysems theary offer complementany
permectives and presents an shtraction hieranchy (AH), bassd on 3 review of Fierame, that describes = ‘opsimal’ CW A
and socistechical sysiems thenry design system. The opfimal A H is meed t0 assess the exient i which curmani CWA-hased
design prxctices, mcovemd Sinmgh 2 smvey of CWA pracitioners, aligns with sockatechmical sysems theary.

Recammendations for @ design approach tha would soppart the mtegrafion of CWA m@d saciatechrical systems sheaty
design values and principles are ko derived.

Practitioner Summary: Cogritive werk analysis (CWA) is commanly msed by evgonamics mraditimes: for evabmting
mpiex sysiems and ffomning the develapment of devign improvements. Despite &1is, F2ms bian fram andysis o dmig
& not smignfaward Buiding mpom synergies hetween CWA and socitechmical sysems design prmciples,
recommendations fir 2 design malkit ax pecified.

Keywards: cogritive wosk analysis; sodotechnical sy siems thenry; sysiem design; compler sysiems

1. Tt rodue ton

Cognitive work analyss (CWA) 5 a commonly used framework of methods {Salmon et al. 20100 thai sims to improve
system design | Vioe nie 1999). Whik CWA has been wed in many design applications (eg. Bisaniz et al. 2003; Naikaretal.
2003; Jenking, Salmaon, et al. 2000; Swnton and Melloy 2012), like all huran factorsgrgmornics (HFE) analyss methods,
e outputs of CWA provide information & aipport design activities rather than yielding concrete designs per se The
amalyds ouputs provide recommendations for variows types of inferve ntions,, rather than specifying a system fully (Linkm
2005). Furthermaore, there has been Hmited evidence in the open Hteramne of the direct application of CWA outpuis in
design (Salmon et al 2010), and the majority of those available describe the design of inerfaces within causal domsins
{thode primurdly deiven by the lavs of mamre), rather than intentional domaing (those driven by uman ntentions) {Read,
SBalmon, and Lenne 2012). Far HFE practitioners i full y realise the wility of the CWA framework, there is a need for new
approaches and guidance for designing be yond interfaces and in different types of domaing, usng the outpas of CWA.
In this anticle, it is propoded that the values and principles of sociolechnical systems heory can assst (o creale a
heoreteally consstent design approach for use with CWA.

Bodh CWA and socioechnical sysgems theary are eoncemned with the design of sociolechnical sysiems; being sydems
fthat contain both social (human-related) and echrical (nerrhuman) spects that intersct to purme a common goal (Walker
et al. 2008). They are bath underpinned by the systems perspective and open systems principles Notably, both sim o desgn
systems that are adapishle in the face of distwhances arising from the exemal environmen. The use of sysems-based
approaches {5 especially important in the modemn of age of technologcally complex, distributed, high-risk domains for

which red approaches with T of linearity and rationality are 0o longer sppropriate {Waller etal. 2000;
Dekler 20015
While CWA has been deseribed 25 3 shnical systems spproach (e.g. Jenkins et al. 2009; Stanten and Mellroy

201 2; Stanton and Bessell 2004), Walker et al. {2008) clarify the distinction between the term socioechnical systems and
sociotechnical systems theory. They note that the former refers (o any sygem of socisl and technical specis engaged in
goabdirecied behaviow, while the lamer ‘reflects cenain specific methods of joint opimisstion in onder to desdgn

Carmesponding aubor. Email: gemma reed @monasheda

& 2004 Tapicr & Fromci




DESIGN PROCESS

) Documentation of how design Provision of resources
Adoption of agreed set of choices constrain subsequent & support
values & purposes choices PP

CONTENT OF THE DESIGNED SYSTEM

Humans as assets Tasks are allocated Useful, meaningful & User
appropriately between & whole tasks are Boundary participation

amongst humans & technology designed locations are ReS p e'Ct for
appropriate individual

Design & Information differences
planning for the provided where SYSTEM OUTCOME Boundaries are
transition period action is needed managed

Adaptability Problems Adoption of
; i controlled at their appropriate
Technology as a achieved through Adaptive source design process

. flexible structures i
tool to assist & mechanisms capacity

humans Needs of the

Design driven by business,
good solutions — . users & il
not fashion Authority & managers are Responsibility to
| e
responsibility met all stakeholders
allocated

appropriately

System elements Adaptability achieved
are congruent through multifunctionalism ) ) Constraints are
Political debate Intimate units & questioned
environments
Means for undertaking tasks Design is appropriate to are designed

Promote qu al ity are flexibly specified the particular context
of life

Multidisciplinary Representation of Iteration & planning for Joint design of social &

participation & learning interconnectedness ongoing evaluation & re- technical elements
of system elements design




Applying sociotechnical theory beyond traditional

work design
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Abstract

Cognitive work analysis (CWA) is a systems-based framework for analyzing complex
sociotechnical systems: however, its ability to directly inform design has been
questioned. The Cognitive Work Analysis Design Toolkit (CWA-DT) was developed to
address this gap. This study describes the development, application, and evolution of
the CWA-DT and examines the extent to which it provides a useful approach to
design. The evaluation draws upon five case-study applications. In three applications,
involving the design of public transport ticketing systems, railway level crossing
environments and road intersections, the toolkit was used in conjunction with CWA.
In addition, we present two case studies where the CWA-DT was used with other
systems-based analysis frameworks (for the design of incident prevention strategies
for led outdoor activities and systemic interventions to improve road safety) to
illustrate the flexibility of the toolkit. Based on feedback from participants involved in
CWA-DT design processes, it is concluded that it provides a useful approach for
translating human factors analyses into design concepts. Additional applications and
adaptations of the approach are encouraged.

KEYWORDS
cognitive systems engineering, cognitive work analysis, design methods, design strategies,
transportation




Rise and fall
of STS

movement

1990s: Agile methods:
Iteration, collaboration,
self-organising teams

1980s: Competition, cost
cutting




€he New Nork Times

A Teen Was Suicidal. ChatGPT

Was the Friend He Confided In.

More people are turning to general-purpose chatbots for
emotional support. At first, Adam Raine, 16, used ChatGPT for
schoolwork, but then he started discussing plans to end his life.
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© This article is more than 2 years old Advertisement

TikTok self-harm study results ‘every E;g;}g;;gﬁlgﬂiﬁgﬁggs for

parent’s nightmare’ adeeper understanding
of the news in Australia

. 1 n
Research suggests algorithm promotes self-harm and and beyond
eating disorder content within minutes of interest being Listen to Full Story now
shown

Dan Milmo and Alex Hern
16.01 AEDT

1ts in the US, UK, Canada and Australia registered with ages of 13.




Does STS
remain relevant
in the age of Al?




| BUSINESS |
Tesla factory worker attacked by robot
that dugits clawsinto back and arm:

Amazon scraps 'sexist Al' recruiting tool that
showed bias against women

report

By Ariel Zilber
Published Dec. 26, 2023, 2:26 p.m. ET

telegraph.co.uk - 2018 v
Amazon has scrapped a "sexist" internal tool that used artificial intelligence

to sort through job applications.

Fired by Bot at Amazon: ‘It’s You Against the Machine’

bloomberg.com-2021 v

Contract drivers say algorithms terminate them by email—even when they have done nothing wrong.

Stephen Normandin spent almost four years racing around Phoenix delivering packages as a contract

driver for Amazon.com Inc. Then one day, he received an automated email. The algorithms tracking him had

ISl |

Uber crash shows 'catastrophic failure' of
self-driving technology, experts say

theguardian.com - 2018
Concerns raised about future testing as footage suggests fatal collision in

Gl'{‘ill‘l‘e(lial Arizona was failing of system’s most basic functions

Pilots struggled against Boeing’s 737 MAX control system on

doomed Lion Air flight

seattletimes.com- 2018 v

Data from the fatal Oct. 29 flight that killed 189 people, and from the prior day's flight of the same jet, raises

questions about three factors that seem to have contributed to the crash.

https://incidentdatabase.ai/



https://incidentdatabase.ai/cite/620/

Current & potential transportation use cases

Automated transport operations

Control rooms (e.g. ATC)

Design and manufacturing

Maintenance

Training
 Supervision / task allocation

Passenger management / security

Data analytics

Safety management

Business management

Regulatory compliance & legal




DESIGN PROCESS

Documentation of how design
choices constrain subsequent
choices

Provision of resources

Adoption of agreed set of
& support

values & purposes

CONTENT OF THE DESIGNED SYSTEM

Humans as assets Tasks are allocated Useful, meaningful & User
appropriately between & whole tasks are Boundary participation

amongst humans & technology designed locations are ReS p e'Ct for
appropriate individual
Design & Information differences
planning for the provided where SYSTEM OUTCOME Boundaries are
transition period action is needed managed

Adaptability Problems Adoption of
; i controlled at their appropriate
Technology as a achieved through Adaptive source design process

. flexible structures i
tool to assist & mechanisms capacity

humans Needs of the R o
. esponsibility to
Design driven by business, p y

good solutions — users & all stakeholders

Authority &
i 0 managers are
not fashion responsibility met 9

allocated
appropriately

System elements Adaptability achieved )
are congruent through multifunctionalism ) ) Constraints are
Political debate Intimate units & questioned

. _ ) environments
Means for undertaking tasks Design is appropriate to are designed

Promote qu al ity are flexibly specified the particular context
of life

Multidisciplinary Representation of Iteration & planning for Joint design of social &

participation & learning interconnectedness ongoing evaluation & re- technical elements
of system elements design




System lifecycle

Identification
of need

Assessment of
existing
system

Risk
assessment

Requirements
specification

Design / procurement

Design /
prototyping

Desktop

i User trials
evaluation

In-service / upgrade

Operational
integration &
evaluation

Incident
investigation
& analysis




Human Factors toolkit

CWA (Vicente, 1999
STAMP (Leveson, 2004)
HTA (Annett et al., 1971)

CWA (Vicente, 1999) EAST (Stanton et al., 2018)
HTA (Annett et al., 1971) FRAM (Hollnagel, 2012)
AoF (Marsden & Kirby, 2004) CLDs (Sterman, 2000)

Assessment of
existing
system

Identification
of need

Design / procurement In-service / upgrade
STPA (Leveson, 2011)
Net-HARMS (Dallat et al., 2018)
EAST-BL (Stanton & Harvey, Task performance measures
2017) H Verbal protocols
DESIgn / Critical decision method (Klein et al., 1986)
; rototvpin NASA-TLX (Hart & Staveland, 1988) .
RISk p yp g EAST (Stanton et al., 2019) AcciMap (Svedunf &
Usability measures Rasmussen, 2002
assessment Line operations safety audit (Helmreich et al., 1997) CAST (Leveson, 2004)
Operational Incident
Desktop . . P . : .
. User trlals Integratlon & Investlgatlon
evaluation , ,
evaluation & analysis
Heuristics
Requirements Checklists
Link analysis
specification HTA (Annett et al., 1971)

SHERPA (Embrey, 1986)

Adapted from Salmon, King, Read, McLean, Shanahan & Devitt (2023) SEEORD LN
HUMAN
FACTORS
METHODS

s HANDBOOK OF SYSTEMS
Bt o e THINKING METHODS




CWA (Vicente, 1999)
HTA (Annett et al., 1971)
AoF (Marsden & Kirby, 2004)

Identification
of need

Adoption of

agreed values
& purposes

CWA (Vicente, 1999
STAMP (Leveson, 2004)
HTA (Annett et al., 1971)
EAST (Stanton et al., 2018)
FRAM (Hollnagel, 2012)
CLDs (Sterman, 2000)

Assessment of
existing
system

Design / procurement In-service / upgrade

STPA (Leveson, 2011)
Net-HARMS (Dallat et al., 2018)
EAST-BL (Stanton & Harvey, Task performance measures
2017) H Verbal protocols
DESIgn / Critical decision method (Klein et al., 1986)
; rototvpin NASA-TLX (Hart & Staveland, 1988) .
RISk p yp g EAST (Stanton et al., 2019) AcciMap (Svedunf &
Usability measures Rasmussen, 2002
assessment Line operations safety audit (Helmreich et al., 1997) CAST (Leveson, 2004)
Desktop Operational Incident
. User trials integration & investigation
evaluation , ,
evaluation & analysis
Heuristics
Requirements Checklists
Link analysis
specification HTA (Annett et al., 1971)

SHERPA (Embrey, 1986)

Adapted from Salmon, King, Read, McLean, Shanahan & Devitt (2023) SEEORD LN
HUMAN
FACTORS
METHODS

e HANDBOOK OF SYSTEMS
Bt o e THINKING METHODS
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CWA (Vicente, 1999)
HTA (Annett et al., 1971)
AoF (Marsden & Kirby, 2004)

Identification
of need

STPA (Leveson, 2011)
Net-HARMS (Dallat et al., 2018)

EAST-BL (Stanton & Harvey,
CWA (Vicente, 1999 (Stanton & Harvey

STAMP (Leveson, 2004) 2017)

HTA (Annett et al., 1971) .

EAST (Stanton et al., 2018) Risk

FRAM (Hollnagel, 2012)

CLDs (Sterman, 2000) assessment

Assessment of

Joint design of human &

technicg| elements

specification

Design / procurement In-service / upgrade

Task performance measures

: Verbal protocols
DESIgn / Critical decision method (Klein et al., 1986)

rototvpin NASA-TLX (Hart & Staveland, 1988) .
P yping EAST (Stanton et al., 2019) AcciMap (Svedung &

Usability measures Rasmussen, 2002)
Line operations safety audit (Helmreich et al., 1997) CAST (Leveson, 2004)

Operational Incident
User trials integration & investigation
evaluation & analysis

Desktop
evaluation

Heuristics

Checklists

Link analysis

HTA (Annett et al., 1971)
SHERPA (Embrey, 1986)

Adapted from Salmon, King, Read, McLean, Shanahan & Devitt (2023) SEEORD LN
HUMAN
FACTORS
METHODS

e HANDBOOK OF SYSTEMS
Bt o e THINKING METHODS




Modelling human-autonomy team configurations in submarine control rooms (saimon et at., under review)

T
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Information
network

Team Periscope Sonar 1 Sonar 2 Track Track Track Watch
configuration motion motion manager leader
analyst 1 analyst 2
HAT#1 Human Human Al Human Human Human Human
HAT#2 Human Human Human Human Al Human Human
HAT#3 Human Human Al Human Al Human Human
HAT#4 Human Human Human Human Human Al Human
HAT#5 Human Al Al Al Al Human Human
Teamleadership Mutual performance monitoring Back up behaviour
Human-human team Human-h
1AT#1 HAT {AT#1 AT
HAT 1AT#2 1AT24
HAT23 HAT#3 HAT#
Adaptability Teamorientation Shared mental models
HAT HAT
HAT 1AT24
HA HA HA
Mutual trust Closedloop communication




Modelling human-autonomy team configurations in submarine control rooms (saimon et at., under review)

Team Periscope Sonar 1 Sonar 2 Track Track Track Watch
configuration motion motion manager leader
analyst 1 analyst 2
HAT#1 Human Human Al Human Human Human Human
HAT#2 Human Human Human Human Al Human Human
HAT#3 Human Human Al Human Al Human Human
HAT#4 Human Human Human Human Human Al Human
HAT#5 Human Al Al Al Al Human Human

Mutual performance monitoring




STPA (Leveson, 2011)

Net-HARMS (Dallat et al., 2018)

EAST-BL (Stanton & Harvey,

CWA (Vicente, 1999 2017)

STAMP (Leveson, 2004)
HTA (Annett et al., 1971)

CWA (Vicente, 1999) EAST (Stanton et al., 2018) Risk
HTA (Annett et al., 1971) FRAM (Hollnagel, 2012)
AoF (Marsden & Kirby, 2004) CLDs (Sterman, 2000) d S5 E St

A

Identification Design & planning f

of need

system

Requirements
specification

or the transition

Design / procurement In-service / upgrade

Task performance measures

: Verbal protocols
DESIgn / Critical decision method (Klein et al., 1986)
prototypi ng NASA-TLX (Hart & Staveland, 1988)

EAST (Stanton et al., 2019) AcciMap (Svedung &
Usability measures Rasmussen, 2002)
penod Line operations safety audit (Helmreich et al., 1997) CAST (Leveson, 2004)

Incident
investigation
& analysis

Operational
integration &
evaluation

User trials

evaluation

Heuristics

Checklists

Link analysis

HTA (Annett et al., 1971)
SHERPA (Embrey, 1986)

Adapted from Salmon, King, Read, McLean, Shanahan & Devitt (2023) SEEORD LN
HUMAN
FACTORS
METHODS
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Plan2: Do 2.1and 2.2
cancurrently, then do 2.3 i
required, then do 2.4. Do 2.5
continuously, then CXT

Plan 4: Da £.1 and 4.3 when
required. Do 4.2 continuously,

then EXIT

Provide therapeu

enhancement benefits
to users safely

tic and

Plan 0: Do 1, then do 2 and
3 concurrently, then do 4, then

continuouslyde 1, 2,3,4,5,6, 7,
8,9, 10, 11, and 12, then do 13
as regquired, then EXIT

Plan 1

11.4, th

then intermittently do 11.2 and

reguired, then EXIT

1: Cantinuously do 11.1,

en do 11.3 andfor 11.5 as

Plan 13: Do 13.1, then do
13.2 as required, then do 13.3
as required, then EXIT

1. Undertake

business
processes

2. Develop BCI
technologies

3.

technology
regulaticn

BCI

4. Manufacture
BCI technologies

5. Provision of
marketing and
information

6. Procure and
implant BCl

r N

1.1. Develop business
case

S

2.1, 8C) design
canception and
development

3.1. Develop and
matintain standards
for BCI technologies

\

4.1, Manufacture BCI
technologies

5.1. Pravide accurate
infarmatian ta 8CI
praviders

~

6.1. 801 prescribed

- A

1.2. Enhance market
access

Nee

2.2, Implantation

canception and
development

technology design

\

3.2, Obtain

regulatory approval
for BCI technalagies

\

4.2, Manage BCI
stack

5.2, Pravide sccurate
information to
prospective users

\\

6.2, Engage 8CI
provider

/

1.3. Third-party
deviceapp
integratian

2.3 Animal trigls

\

(

3.3 Maniter
compliance with
regulations

4 N

1.4, Leverage
gathered data

~

Plan 1: Do 1.1, then do 1.2,
1.3, and 1.4 continuausly,
then EXIT

2.4, Human trials

\

/ 3.4, Undertaks \

investigations of
potential nan-

\ cam pliance J

2.5. Reiterative
design changes

e

e N

1.5. Action regulatery
nan-compliance

| S

SR

3.6. Safety
manitaring

./

Plan 3: Continuously da 3.1, then da
3.2, repeating as required. Continuausly
da 3.3, then do 3.4 as required, then do
3.5 as required. Continuously do

3.6, then EXIT

\

4.3 Transportation
and distribution

Plan 6: For the therapeutic
BCI pathway, do 6.1 first. For the 8C1
enhancement pathway skip 6.1, then do
6.2, Far both pathways, then do B.3,
then do 6.4, then do 6.5 and 6.6 in
any order, then do 6.7 and 6.8
cancurrently, then CXIT

5.3. Pravide accurate
infarmation to
general public

Plan5:Da5.1and 5.2
as required, then do 5.3
caontinuously, then EXIT

£.3. Identify user
requirements and
considerations

8. Train
stakeholders

7. Calibrate BCI

7.1, Identify

calibration
requirements

—
)

7.2. Develop
calibration programs

T

7.3. Configure
security settings

S

B4 |dentify specific
train regian/s far
implantation

6.5, Purchasefaktain
80l

E.B. Infarmed
cansent

6.7, Implant BC1
threads

B8 Install decader/
tramsmitter device

4 )

7.4. Undertake device
calibration

N S

O

F5. Assess
calibration autcomes

N/

Plan 7: Do 7.1, then do
7.2, Skip 7.2 if relevant training
arograms exist. Continuously de
7.3, 7.4 then 7.5, repeating 7.3
and 7.4 as pequired,
then EXIT

8.1. identify training
nesds

8.2, Develop training
programs

8.3. Deliver training

B4, fesess
campeatency

Plan 8: Do B.1, then do 8.2,

I relevant training programs
exist, skip 8.2. Continuously do
8.3 then £4, repeating 8.3 ax

reguired, then CXIT

10. Post-

9. BCI

implantation medical

and psychological

operations

menitoring and

support

11. Maintain BCI

software and
hardware

[124 Maintain

13.
privacy and Decommission
security BCI

9.1. Record brain
signals in real-time

9.2, Decade brain
signals

{ 9.3 Transmit

decaded signals ta
external electronic

technalagies

9.4, Cognitive and
emotional processing

9.5, Affect external
actians

e

)

9.6. Provide neural
feedback

Plan9:009.1,82 and 9.4
continuoushy. If intended as per
9.4, da 9.3, then da 9.5, If external
technalagy facilitates feedback
and it is sought, cantinuously do
9_§, then LXIT

Plan 10: Cantinuously do
10.1, 10.2, then do 10.3 as

10.1. Monitor the
health and wellbeing
of users

10.2. Evaluate user-
specific BCI
effectivenass

10.3. Suppart the
health and wellbeing
of users

required, then EXIT

11.1. Maintain

device

battery charge tu]

{131, Identify need Y

for BCI remaval (o4

e

12.1. Ensure device
hardware is secure

miaterial degradation,
paychological harm,

\ user choice) A

11.2. Run softwa

diagnastics

e
and transmission

FAY

13.2. Remove BCI
threads and decoder/
tramsmitter device

12.2. Cnsure device
software is secure

L

11.3. Update
software

AT

J

0

13.3. Reuse frecycle
BCl camponants

12.3. Ensure wireles
cannections are

@

Secure

-

i/

diagnastics

—~

11.4, Run h.:rdwarcj

/

12.4. Cnsure stored
brain signals are
private and secure

hardware

11.5. Repair/replace

Kin

Plan 12: Cantinuoushy de
12.1,12.2,12.3, and 12.4,
then EXIT

g, Read & Salmon, 2025




Incorporating values across the lifecycle

CWA (Vicente, 1999)
HTA (Annett et al., 1971)
AoF (Marsden & Kirby, 2004)

Identification
of need

CWA (Vicente, 1999
STAMP (Leveson, 2004)
HTA (Annett et al., 1971)
EAST (Stanton et al., 2018)
FRAM (Hollnagel, 2012)
CLDs (Sterman, 2000)

Assessment of
existing
system

Design / procurement In-service / upgrade

STPA (Leveson, 2011)
Net-HARMS (Dallat et al., 2018)
EAST-BL (Stanton & Harvey,

2040 Design /
Risk prototyping
assessment
Desktop
evaluation
Heuristics
Requirements CEElss
Link analysis
specification HTA (Annett et al., 1971)

SHERPA (Embrey, 1986)

Task performance measures

Verbal protocols

Critical decision method (Klein et al., 1986)

NASA-TLX (Hart & Staveland, 1988)

EAST (Stanton et al., 2019) AcciMap (Svedung &
Usability measures Rasmussen, 2002)
Line operations safety audit (Helmreich et al., 1997) CAST (Leveson, 2004)

Operational Incident
User trials integration & investigation
evaluation & analysis



Ensuring humans and Al play well together

N\

Maintain awareness of Al developments

Be proactive in discussions around Al adoption and
facilitate interdisciplinary connections

Advocate for STS values and principles in design

Advocate for application of Human Factors methods
across the lifecycle

Collect Al issues & failures

Promote consideration of future scenarios
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